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OITHCAHHE HA

YCAYTHTE

1. 3amuTHHTE CTEHH OT CA€ABAIllO IIOKOAECHHE

(Next Generation Firewalls)

» YcTpOoHMCTBO 3a MpeKOoBa 3allluTa, KOETO NPeaocTaBsad Bb3MOXKHOCTHU U3BBH
TpagUuIIMOHHATA 3alllUTHA CTeHa

» OcurypaBa TIIpoBepKa Ha CBHCTOSHHUETO Ha BXOAAIIUA U U3XOAAIINSI
MpexKOB TpadHK, 3alllUTHaTa CTe€Ha OT CA€ABAII0 ITOKOAEHHE BKAIOYBA
JOI'TBAHUTEAHH (PYHKIHMH KaTo MWHQPOPMHPAHOCT W KOHTPOA Ha
IIPUAOKEHHATa, UHTerpupaHa Intrusion Prevention 3samumra um obaadHo-
0asupanu AepUHUIIMU Ha KUOep3arnsaxure.

» Ycayra, crobpaseHa ¢ ocobeHocTUTE Ha Bamara Mmpexka, HHPpPaCTPyKTypa
U Ou3HecC IIporecH, ¢ 6pP30 U epeKTUBHO BHEApPSIBAaHE.

» TecroBe 3a npoHukBaHe (Penetration tests)

Y

TCCTOBC, KOHUTO HMUTHUPAT UCTHHCKH XaKEPCKH aTaKH,

» KoHTpoAupaH U OTOpHU3UpaH Ipollec, KOUTO ce u3BbpiIBa cropes Barure
M3UCKBAaHU, KaTO IIPOBepsABa ChCTOSHHETO Ha Bamiwre cucreMu W maBa
peasHa OIleHKa Ha pHCKa U 3aluraTta Ha 6usHeca Bu;

» Exkwun ot cnenmaaucTy, KouTo Bu KoHCyATHpaT U roMarat 3a [IOCTUraHe Ha
OIITUMAaAHO HHBO Ha CUTYPHOCT.

» Hoso nokoaenue 3amuTHU cTeHU (Next Generation Firewalls)

» AHTHUBUPYCHU 3alllUTH;

» AHTHCIIaM 3allUTH;

» PS - cucremu 3a npeBeHINI Ha BMENIATEACTBO;

» KOHTpOA Ha IPHUAOKEHUATA.

» Botnet KkoHTpOA. 3auuTa OT M3TH4YaHe Ha naHHU (Data Leakage Protection)

» Kpunrupase Ha yCTPOUCTBa;

» OcurypdBa Ha[eXKIEH KOHTPOA Ha [OOCTBII BBPXY YCTpoHcTBara B

KoMrianudara; OcurypdgBa pa3AWdYHU HHUBa Ha [OOCTHI [0 OIPEAEACHH
nopToBe, afirnoBe U OIlepalluy. CHCTEMH 3a KOHTPOA Ha [OCTBII [0
mpexkata (Network Access Control Systems) KonTpoa Ha gocthena mo
KAHEHTCKAaTa MpexKa 4pes3 IopToBe Ha ycrpoiicTBa u WiFi Touku 3a goCThI;
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» OrpaHnuyaBaHe Ha CBBpP3aHUTE VYCTPOMCTBA KBM Mpexara d4pe3
MHTEAUT€HTHH IIOAUTHMKHM 3a OlleHKa Ha THIla Ha YCTPOMUCTBOTO,
CBCTOSTHHUETO My, aKTHUBHPAHHUTE aKTyaAHU IIPOTpaMH 3a CHUIYPHOCT,
OIepanOHHU CUCTEMHU U Ip.;

> OneHKa Ha aBTE€HTUYHOCTTA Ha IIpaBaTta 3a A0CTHII U AP.

» UHTerpupaHa CHCTeMa 3a OTYHUTAaHe Ha Y9I3BHUMOCT Ha Mpexara 1 Kapra Ha
curypHoctTa Ha MpexkaTta (Network Integrated Vulnerability Detection and
Security Map)

> CKaHI/IpaHe Ha MPEXKOBUTE EAEMEHTHU - 3alllUTHH CTE€HH, PYTEPH,
IIPHUAOZKEHHUA KOHTpOA Ha oTAAaA€dYE€EHHA AJOCT'BII,

» OineHKa Ha aBTE€HTHYHOCTTA Ha IIpaBaTa 3a AOCTBII;
» KoHTpoA Ha KpallHUTE TOYKHU U [Ip.

» MHoromnaacToBa CUTYPHOCT Ha UMeHAU U (paiiaoBe (Multilayered e-mail and
file Security)

» 3aummra oT 3A0BpPEeIHU UMeHAUu U paliroBe - I’'bAHO CKaHUpaHe Ha 35 HUBa
Ha BCHYKH MOCTHIIBAIIM (Pafin0Be B KOMIIAHUATA;

» ABTOMATHYHO ABOHWHO IIpeobpalyBaHe Ha pafiaoBe C IIeA eAUMUHUpPaHe Ha
CKPHUTH 3A0BPENHU CKPHUIITOBE;

» OcurypsgBaHe Ha €OUHCTBEHAa TOYKa Ha BXOJ 33 BCHYKH IIOCTHITBAIIHA
datiroBe B KOMIIaHULATA

CTE®AH BOHHOB
HznvanumeneH dupekmop
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